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the use of social media in 
publishing is imperative 


YOUR SECURITY ON 
TWITTER 


YOUR SECURITY ON TWITTER 


Twitter is one of the largest social networking sites on the Internet used by millions of 
people in communication and publishing. Twitter is an important source of publication 
to defy the lies of satellite channels and the Western media, which aims to break any 
link between the common Muslims and supporters and Mujahideen. Regardless the 
continuous campaigns of deletion for 4 years However, the use of social media in 
publishing is imperative. 


> A glimpse of the past 


Since the eruption of the revolutions of the Arab Spring, social networks have formed 
the cornerstone for educating the Muslim masses and their association with the 
Mujahideen and the supporters. This link has become a real threat to the social 
networks, which has become a mean used by supporters in calling for monotheism and 
Jihad, but over time the networks began to delete and ban thousands of accounts to 
prevent supporters from using it. 


> Cooperation with government agencies 


Social networking companies collaborate directly with government agencies and give 
away user data if requested. Twitter publishes an annual transparency report that 
includes government requests for users’ data. Unfortunately, most supporters do not 
read the privacy policy and terms of use of the communication services, which you can 
know what these companies do with your data and information by reading it. 


\ 
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> Summary of Privacy Policy and Terms of Use 


e Twitter uses third party cookies that collect your information through cookies and 
uses Google Analytics, which collects information about users and their activities. 
e Twitter can delete or disable your account without prior notice 

e Twitter does not accept the DNT policy to prevent tracking when you turn on the 
feature of tracking in the browser, but even by activating this feature it can track your 
activities in the browser 

e The service can delete any content without notice and without giving reasons 

e The service can sell your personal data as part of the financing process for the site 
(that is, your data is the tax of your use of Twitter) 

e The service has the right to disclose your data without notifying you 

e The service uses your personal data in advertising 


These are the most important points regarding Twitter's privacy policy and terms of 
use, but you should know that social networks are tools for collecting information for 


intelligence agencies and government agencies so you should use them with caution 
and extreme care and do not compromise your security. 


> Security challenges 


By knowing that Twitter collects all the information about you, you should avoid using 
the official application or third-party applications of Twitter on smart phones. It is 
preferable to use the Tor browser when surfing the network sites 


First: Download Tor Browser 


> Download and Install F-droid 
> open F-droid and go to settings 
> Press On Repositories 


> Activate Guardian project Official Releases 


»\ 
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€ Repositories + NEW REPOSITORY $ 


F-Droid 


F-Droid Archive E 


Guardian Project Official Releases 


Guardian Project Archive 


> Press On Search Icon 


Y 
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Changelog for Omni/Lineage Pixel Wheels A top-down retro 
View recent changes of racing game 
OmniROM/LineageOS 


~Y ClassyShark3xodus - Fedilab A multi-account 
Scan apps Scan apps client for the Fediverse 
for trackers 


Moonlight Game Streaming Play games from your PC on 
your phone (NVIDIA-only) 


Music Player GO Very slim Screenshot Tile (NoRoot) Quick 

music player settings tile for screenshots 
Spartathlon View info Easer Event-driven 

$p about the Spartathlon Android automation 


foot race 


Enchanted Fortress A game about managing res 
of a fortress and overcoming demon attacks 


> Search for Tor browser , you will notice Two Different Versions the first one is 
the stable one and the other is beta ( stable recommended ) 
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 € torbr x 5 


Tor Browser Experience real private | 
browsing without tracking, surveillanc” I 


Tor Browser for Android (Alpha) Ex- 
perience real private browsing without... © | 


> Download and install Tor browser 


Ww 
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Tor Browser 
by The Tor Project 


Updated 1 month ago 


TD 


Tor Browser for Android is the only official mobile browser 
supported by the Tor Project, developers of the world's strongest 
_ tool for privacy and freedom online. 


BLOCK TRACKERS Tor Browser isolates each website you visit 


MORE 
© Links wv 
@ Permissions v 
| © Versions v 


Second: Tor browser settings 


> Open Tor Browser and Press on options button 


Ww 
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x 
4 


CONNECT 


> Press on internet is censored here 
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€ Network 


Tor Browser connects you to the Tor Network run by 


thousands of volunteers around the world! Can these 
options help you? 


Internet is censored here Å 


A 
Tap to configure a bridge to connect to Tor NA 


> Press on Select a Bridge 


» 


= 
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Select a Bridge 


Bridges are unlisted Tor relays that make it more difficult 
to block connections into the Tor network. Because of 
how some countries try to block Tor, certain bridges 
work in some countries but not others, 


Select a Bridge, 
Tap to configur idge to connect to Tor 


Provide a Bridge | know 


Enter the bridge information you received from a trusted 
source 


> Choose Obfs4 
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€ Select a Bridge 


Bridges are unlisted Tor relays that make it more difficult 
to block connections into the Tor network. Because of 
how some countries try to block Tor, certain bridges 
work in some countries but not others. 


Select a Bridge 


Tap to configure a bridge to connect to Tor 


obfs4 (recommended) P 
O 


meek-azure 


Provide a Bridge | know 


Enter the bridge information you received from a trusted 
source 


> Go back and press on connect to Start Tor browser 


` 


= 
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> Press on options icon 
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@® about:tor Cc OA 


T5t| Browser 
Explore. Privately. 


Keep Tor strong. Donate Now » 


ro 


Get the latest news from Tor straight to your inbox. 


Sign up for Tor News, 


> Choose Settings 
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@® about:tor Ww 


New tab 


New private tab 
LAE 


Bookmarks 
Explore. ES 

Find in page 

Keep Tor strong. Donate Now » Request desktop site C 
& 


Page > 


Get the latest news from Tor straight to y 


Sign up for Tor News, » Tools > 
joos 
elp 
Security Settings 
HTTPS Everywhere 
NoScript 10.6.3 


Quit 


> Choose Privacy 
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General 
Home, language, tab queue 


Search 
Add, set default, show suggestions 


Privacy 


Y 
i data choices 


Accessibility 
Text size, zoom, voice input 


Notifications 
New features, website updates 


Advanced 
Restore tabs, data saver, developer tools 


Clear private data 
Make default browser 


The Tor Project Tor Browser 
About Tor Browser, FAQs, feedback 


> Activate ( Do not Track ) , Enable tracking protection and set a master password for 


the browser 
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€ Privacy 


Do not track 
Tor Browser will tell sites that you do not want to be -@ 


tracked Aa 


Learn more > 


TrackingRrotection 
Enabled 


Learn more > 


Cookies 
Enabled, excluding 3rd party 


Clear private data on exit 
Tor Browser will automatically clear your data whenever you 
select “Quit” from the main menu 


Logins 


Manage logins 


Remember logins go 


Use master password + 


> Go back to Browser options and choose Security Settings 


S 
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@®@ about:tor Ww 


New tab 


New private tab 
LAE 


Bookmarks 
Explore. EE 

Find in page 

Keep Tor strong. Donate Now » Request desktop site C 
4o) 

= Page > 
Get the latest news from Tor straight to} 

Sign up for Tor News, » Tools > 


Settings 


Help 


A de Settings 
PS Everywhere 
NoScript 10.6.3 


Quit 


> Change Security level to Safer 


“= Electronic Horizons Foundation | is an independent foundation aims to raise Security awareness among Muslims 


Q Ow @ 


YOUR SECURITY ON TWITTER YA 


E Tor BrowserS x 


@® chrome://torbutton/con’ C © : 


Security Level 


— 


‘ $ 
Standard oP. Safest 


Disables website features that are often dangerous, causing some sites to lose 
functionality. 


At the safer setting: 

JavaScript is disabled on non-HTTPS sites. 

Some fonts and math symbols are disabled. 

Audio and video (HTMLS media), and WebGL are click-to-play. 


Learn more 


Thirdly : Changing Twitter Password and Deleting Sessions 


> Login on twitter 
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See what's happening in the 
world right now 


Sign up 


Join Twitter today. 


© Follow your interests. 


22> Hear what people are talking about 


© Join the conversation. 


About HelpCenter Terms Privacy policy Cookies Imprint Adsinfo Biog 
Status Jobs Brand Advertise Marketing Businesses Developers Directory 
Settings © 2019 Twitter, inc 


> Press on settings icon 


Ww 
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< 
3 
3 


Welcome to Twitter! 


. 
This is the best place to see what's happening in your world. F. ing 
some people and topics to follow now, d 


P 


® osmnaopwpog 


> Choose Settings and privacy 


Ww 
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-Y Home N 


© some to Twitter! 


ee what's happening in your world. Fi 
e and topics to follow now, 


z= 


> Press on Account 


Ww 
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Settings N 


Ed i 
© | 
Account > 
Q i 
Privacy and safety > 
Q Notifications > 
| 8 Content preferences > 
[] General 
B Display > 
Data usage > 
e ! 
| Accessibility ¥ 
| 
About Twitter 
B 
| 
| 
f 
y 


> Press on Security 


Ww 
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& Account 
Login and security 


Username 


Email 


va 


SZ 


Password 


4 


Security 


w 3 QU D O © & 


Data and permissions 


Language 


English 


>é 


Country 


>g 


Germany 
B Your Twitter data 


Apps and sessions 


ag 


>é 


Deactivate your account > 


> Activate Password reset protect , also it's recommended to activate login verfication 
with virtual phone number 


Free Virtual phone numbers dosen't Support activating Twitter with Phone numbers 
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a phone number on your account, you will be asked to verify that phone number 


before you can request a password reset with just your email address. 


Password reset protect D 
When you check this box, you will be required to verify sang). 
before you can request a password reset with just your @u: you have 


> Press on Password 


Ww 


$= Electronic Horizons Foundation | is an independent foundation aims to raise Security awareness among Muslims 


@ SR4a44TAW © EHFTS @ Horizons@Chatwith-xyz 


YOUR SECURITY ON TWITTER 


ð ©€ Account 
© Login and security 
Username y 
Q 
Email 
q Password QR > 
Security X 
Data and permissions 
o 
> 
Language J 
English À 
Country ` 
Germany 4 
© Your Twitter data ` 
Apps and sessions J 
Deactivate your account > 


> Write Down your current password then the new password 
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Current password 


l 


Forgot password? 


New password 


Confirm password 


> Press on Account 


Ww 
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© Your Twitter data 
Account 
Account history 
Apps, devices & information 
Account activity 


Interests and ads data 


Download your Twitter data 


Please enter your password in order to get this 


Password 


Forgot password? 


@O@oxemand8w Hv HL oO Ç 


> Press on Contacts and remove all contacts that synced to the account 
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& Account 


Username 


Account creation 


Profile 


® osna oDwpog Ç 


Email 


bjdr3wxf@notua.com 


Contacts 
Manage th ported from your address book. 


Verified 
No Learn more 


Gender 


Birth date 
You can add your date of birth to your profile without sharing it publicly 


Age 


Language 
English | 


Protected Tweets 
No 


> Press on Account access history to check if there's suspicious activity 
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yY e Account history \ 
| 9 Account access history QR 
Places you've been 


Ww 
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© Account access history 
i 
if you see any suspicious activity from an app, go to the Apps page | 
to revoke its access. In some cases the IP location may differ from 
your physical location. Learn more 


Ose mMndBoa® & 


> Make sure to disable this feature ( places you've been ) 


Ww 
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© Places you've been 


These are the places Twitter uses to show you more relevant 
content. 


This feature is off 
Go to your personalization and data settings to turn it on 


@oxemnHoo oe 


> go back and Press on Apps , Devices & information 
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pd & Apps, devices & information 


© Apps, devices & information QR ` 


Connected apps > 


> you will See all the sessions that you've logged in , IF you are using a hacked 
Account you should log out all other sessions 
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a << _ Appsand sessions i 
Í { 
g r 
Q You don't have any connected apps 
| When you connect a third-party app to your Twitter account, you | 
| Q are granting that app access to use your account 
& Sessions 


Log out all other “© 


= This will end your active Twitter session. Learn more 


H Web Current device i 
Active now 


> Press on your Account Activity 
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Account history 


VSS 


Apps, devices & information 


: 
© 
Q 
Q ho me ®& 
8 
R 
= 
2 
© 


De- rA 


Interests and ads data 


a A 


Download your data 

You can request a fde with the information that we believe is most relevant and 
useful to you. You'll get a notification and an email sent to bidrSwxf@notua cen 
with a link when it’s ready to be downloaded. Learn more 


Twitter Request data 


Periscope Request data 


rae iii 


M 


> you can check which accounts is blocked or muted 


Ww 
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WW © Account activity 


“s 


© Blocked accounts 


wa 


Muted accounts 


w 3 Q D 


> Press on Interests and ads data and make sure that twitter dosen't USE YOUR 
DATA ON ADS 
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é& Interests and ads data 


Interests from Twitter > 
0 interests 
Inferred interests from partners 5 


0 interests 


Tailored audiences 


0 audiences from 0 advertisers i 


E 
@ 
Q 
Q 

B 
q 
a 
2 

O 

© 


| 
l f 
f 


> Go back to main settings and press on Privacy and security 
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Settings 


ot 


Account 
Privacy and safety QR ] 


d 
© 
Q 
Q Notifications ] 
E content preferences ] 
[] General 
B Display ‘ 
Data usage } 
2 
Accessibility ) 
© | 
About Twitter ] 


> press on location information 
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é Privacy and safety pig \ 
’ 
| 

Protect your Tweets oi 


Only show your Tweets to people who follow you. If selected, you will need to 
approve each new follower. Learn more 


Location information > 


Photo tagging > 
Anyone can tag you 


Direct Messages 


Receive messages from anyone o 


You will be able to receive Direct Messages from anyone on Twitter, even if you 
don't follow them. Learn more 


When someone sends you a message, people in the conversation will know 
when you've seen it. If you turn off this setting, you won't be able to see read 
receipts from others. Learn more 


Show read receipts @ | 
l 
| 


Discoverability and contacts 


Discoverability and contacts > 
Safety 


Display media that may contain sensitive content 


O 
Mark media you Tweet as containing material that may be o } 
sensitive | 


> Delete all location information 


Ww 
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a © Location information 


© Add location information to my Tweets g 


Delete all location information Q 


@oemnunaon 


»Make sure to disable Personalization and data as descriped below 
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(oy. 
Ss. 


Show read receipts 


When someone sends you 3 message, people in the conversation will know | 
when you've seen it. If you turn off this setting, you won't be abie to see read 
receipts from others. Learn more f 


Discoverability and contacts | 


Discoverability and contacts > 


W U ob YP 


Safety 


Display media that may contain sensitive content 


(Hi) 


Mark media you Tweet as containing material that may be 


& sensitive 

Ə Muted > 

| Blocked accounts >| 

2 Notifications > | 

| Search filters > 
Personalization and data 
"go and dat > 
Twitter for teams 
Twitter for teams | 
Anyone can add you to their team J. 


Ww 


$ Electronic Horizons Foundation | is an independent foundation aims to raise Security awareness among Muslims 


@ SR444TAW © EHFTS k) Horizons@Chatwith-xyz 


YOUR SECURITY ON TWITTER 


€ Personalization and data J N 


Control how Twitter personatizes content and collects and shares certain data. 


Personalization and data JD 
This willl enable or disable all of the settings on this page. 


Personalization 


Personalized ads (m) 


You will always see ods on Twitter based on your Twitter activity. When this 
Setting is enabled, Twitter may further personalize ads from Twitter advertisers, 
On and off Tvitter by combining your Twitter activity with other online activity 
and information from our partners. Learn more 


Personalize based on your inferred identity D 


Twitter will always personalize your experience based on information you've 
provided, 2s well as the devices you've used to log in. When this setting is 
enabled, Twitter may also personalize based on other inferences about your 
identity, tke devices and browsers you havent used to fog in to Twitter or email 
addresses and phone numbers similar to those linked to your Twitter account 
Leam more 


Personalize based on the places you've been D 


Twitter shways uses some information, like where you signed up and your 
Current location, to help show you more relevant content, When this setting is 
enabled, Twitter may also personalize your experience based on other places 
you've been. 


Data 
Track where you'sée Twitter content across the wed 


These web page visits are not stot t used when you're artain countrie 


Pog 


Share your data with Twitter's business partners 
This setting lets Twitter share non-public data, such as content you've seen 


> On data usage settings you can activate Data saver option to save your bandwidth 


N 


f 
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& Data usage 


Data saver i 
If selected, Twitter less network data. 


Video autoplay 


Only on Wi-Fi 


—w I 


Mood D O ÖÖ Ç 


Copal) y adteadl of Lil goa Alg 


asile galla cya Ui gui Y 
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